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 The following Information Technology Policy ("IT Policy") is designed to ensure that the 
use of the Nation's electronic and telephonic communication systems and business equipment, 
including all software, e-mail, voice-mail, internet access and accounting systems (the 
"Information Technology System") is consistent with the business interests of the Kaw Nation 
and in the best interest of the Nation's citizens.  Users should be aware that their conduct using 
the Information Technology System can reflect on the reputation of the Nation and its citizens 
and employees.  This IT Policy applies to all employees of the Nation. 
 

COMPUTER HARDWARE AND SOFTWARE 
 
It is the responsibility of the IT Director to order all hardware and software for the 
employees of the Kaw Nation using the Procurement Process as set out by the Kaw 
Nation. 
 
The IT Director will also be responsible for setting up and loading all software as 
appropriate. 
 
No employee may load or set up software or computer hardware other than the IT 
Director.  
 
REQUEST FOR IT SUPPORT 
 
Any requests for IT support must be submitted in writing to the IT Director as follows: 
 

1. A “Request for IT Support” Form must be completed and submitted to the IT Director 
via email (copy attached). 

 
2. The IT Director will comply with the requests in order of receipt, and once the requests 

have been completed, will maintain them in a working file.  It will be at the IT 
Director’s discretion to change the order of the requests.   
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CONDITIONS OF USE OF THE INFORMATION TECHNOLOGY SYSTEM  
 
 Prohibited Uses of Information Technology System  
 

Transmitting, using, storing or accessing obscene, vulgar, profane, insulting or offensive 
material, messages or any other form of information, including, but not limited to, ethnic 
slurs, or sexually explicit words, photographs and/or drawings, or any other material 
which could be construed to be harassing, disruptive, offensive to others, or harmful to 
morale, over the Nation's Information Technology System; Violation of the prohibited 
uses of Informational technology system is grounds for disciplinary action up to and 
including termination. 
 
1. The Nation's Policy against Harassment and the policy regarding Rules of 

Conduct and Discipline are applicable to the Information Technology System.  
 
 a. No Kaw Nation documents are to be stored on any employee’s personal 

computers.   
 

b. Transmitting or storing any material, messages or any other form of 
communication containing defamatory, insulting, and/or fraudulent 
content; 

 
c. Any illegal use or purpose; 
 
d. Soliciting or furthering other business ventures, advertising for personal 

enterprises, or soliciting for or furthering non-Nation-related purposes; 
 
e. Downloading, uploading or otherwise storing or transmitting commercial 

software or any copyrighted material without the appropriate license; 
 
f. Downloading, uploading or otherwise storing or transmitting any 

"bootleg" software; 
 
g. Revealing or publicizing Privileged, Proprietary and/or Confidential 

Information (as described in Section VI(D), above); 
 
h. Using the Information Technology System for a non-business purpose 

during work hours, subject to the "Conditions of Personal Use" set forth 
below; 

 
i. Using another employee's password or accessing another employee's 

emails, voice-mails, or password-protected files unless authorized to do 
so; 
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j. Using email or voice mail for non-business purposes in a manner which 
interferes with the employee's ability to timely and efficiently perform his 
or her regular job duties, subject to the "Conditions of Personal Use" set 
forth below; 

 
k. Downloading, uploading or otherwise storing or transmitting any 

screensavers from the internet or from a burnt disk, which could contain  
hidden viruses in the executable file;  

 
l. Downloading, uploading or otherwise storing or transmitting any music 

files, videos, and pictures via the internet, email, or from a burnt disk, 
which could contain hidden viruses in the executable file; and 

 
m. No email attachments are to be opened unless from a trusted source and 

especially those which may have been circulated via multiple users from the 
internet. 

 
 Use of cell phones while driving company vehicles: 
 

A. When driving organizational vehicles or driving personal vehicles for 
organizational business, you will comply with all current driving laws, and 
employees are prohibited from texting or checking emails while driving.  
When making or receiving a phone call while driving, you are required to stop 
the vehicle, pull over and use the phone, or use a hands free device while 
driving. 

 
Conditions of Personal Use   

 
 System use is allowed, preferably during the employee's lunch hour and on 
breaks, and before or after regularly scheduled work hours.   

 
1. Employees may use the email and internet access for non-business purposes on a 

limited, professional basis so long as such usage does not interfere with the 
employee's ability to timely and efficiently perform his or her regular job duties 
and is not disruptive to the work of other employees.   

 
2. Employees must understand that while email can be an informal mode of 

communication, it should be treated in the same manner as any professional 
written communication.  Keep in mind that any email could be read in the future 
by anyone, including adverse third parties, and could also reflect adversely on the 
Nation, its citizens and employees. 

 
3. Excessive personal use of the Information Technology systems, as determined by 

the Nation on a case-by-case basis, is grounds for disciplinary actions, including 
termination.. 
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 Receipt of Unwanted or Inappropriate Information  
 

 If an employee receives any unwanted or inappropriate information (i.e., 
information that may create a hostile work environment or that could be considered to be 
of a questionable or suggestive nature) from others, whether in or outside of the Nation, 
advise the sender in a professional and direct manner that you do not wish to receive such 
information, and delete it from the system so that others do not inadvertently view the 
inappropriate material. 

 
 If the sender is from within the Nation, the employee should contact his or her 
supervisor, or the Nation's Personnel Director. 

 
  
Monitoring  
 

 The Nation may, from time to time, and in its sole discretion, monitor the use of 
the Information Technology System. Such monitoring may include the interception of 
telephonic communications and voicemail messages, printing and reading data files 
(including personal documents, email messages and attachments) and monitoring internet 
usage (including a review of the amount of time spent on the internet and a review of the 
specific websites visited). 

 
 Computers will be checked periodically by the IT Director to make sure current 
IT guidelines are being followed by Kaw Nation employees, and if any one or more of 
these items are abused, then the IT Director will download and print any inappropriate 
items and provide them to the Chair.   
 
 The IT Director has the authority to set the employee’s computer at limited access 
to certain areas as he/she deems appropriate. 
 
Privacy 
 
 No user has a personal privacy right in any matter created, received or sent by a 
user of the Nation’s Information Technology System. 
 
Password and Encryption Key Security and Integrity  

 
 Unless properly authorized, you may not use another employee's passwords 
and/or access codes to gain access to their e-mail, time-keeping system, payroll and voice 
mail messages. 
 
 No employee shall give another employee their passwords or access codes.  
 
 Passwords on your login or windows screensaver are to be provided to the IT 
Director and for security purposes. 
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Storage Capacity 
 

 In order to maintain the integrity and appropriate storage space on the fileserver, 
the following procedures should be followed by all employees with regard to tribal 
documents: 
 
1. Incoming emails should be reviewed on a weekly basis, and deleted or stored 

under a folder as appropriate. 
 
2. Delete cookies and temporary internet files at least twice a week;  
 
3. Shared Folders on the Fileserver should only be used for Kaw Nation documents.  

Users should be aware that this storage should not be used for personal use; 
 
4. All tribal documents are to be stored only on Kaw Nation desktop computers or 

laptops, and are the property of the Kaw Nation; and 
 
5. Flashdrive storage capability is acceptable, but will be at the discretion of the IT 

Director. 
 
Kaw Nation Website 
 
 If any employee or tribal member of the Kaw Nation would like to add, change, 
or delete content from the Kaw Nation Website, then a written request needs to be made 
to the IT Director via the “Request for IT Support” Form.  The IT Director will be 
responsible for following guidelines as set out by the Kaw Nation, and obtaining the 
appropriate approvals for making any additions or changes to the Website.   
 
After the appropriate approval from the Chair, then the IT Director will provide the 
information to be added, changed or deleted to the Website to the Webmaster for 
downloading. 
 

 
Security and Confidentiality 

 
 Information received by and/or stored on the Nation's Information Technology 
System is to be disclosed only to authorized individuals and in a manner which will not 
result in a waiver of confidentiality, privilege and/or a compromise of Confidential and/or 
Proprietary. 

 
1. Violations and Penalties 

 
 Any violation of this policy may subject the user to disciplinary actions, including 
termination. 
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 2. Compliance 
 

Your use of the Nation's Information Technology System on or after the date of 
receipt of this Handbook signifies your agreement to comply with the Nation's 
Information Technology Policy.   

 
3. Backup Procedure 
 Backups are done nightly and departments using folders on the servers will have 
their Kaw Nation documents on the backups and employees should not be putting their 
personal information in those folders. 
 
4.  Requirements of Kaw Nation systems 
  
 a. The IT Director will download the Antivirus software to all Kaw Nation 

computer workstations, and will set the virus to run automatically on a 
weekly basis; and also maintain and update any additional software that is 
installed on Kaw Nation computer systems. 

 
 b. All computer systems will require surge protectors to be connected to all 

computer workstations, printers, and fax machines. 
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KAW NATION 

REQUEST FOR IT SUPPORT 
 

SEND EMAIL REQUEST TO:  lmerz@kawnation.com 
 
 

CURRENT DATE:  
DEPARTMENT:  
LOCATION:  
PERSON MAKING REQUEST:  

 
URGENCY OF REQUEST: (√ one below) 
 
 Urgent 

(Today) 
 Need Immediately 

(within 2weeks) 
 Need A.S.A.P. 

 
 
TYPE OF SERVICE REQUIRED:  (√ one below) 
 
 Email Support 
 Fileserver Problem 
 New Employee Setup 
 Order Software 
 Load Software 
 Order Computer Equipment 
 Printer Problem 
 Telephone 
 
 
OTHER INFORMATION: 
 
 
 
 
 
 
 
 
 
DATE COMPLETED: 
 
Notes: 
 
   
 


